Security Best Practices

Angular 21 maintains a "secure by default" philosophy, emphasizing automated sanitization and strict architectural patterns to prevent common web vulnerabilities. Key security best practices for this version include:
1) Cross-Site Scripting (XSS) Prevention
· Automatic Sanitization: Angular 21 automatically sanitizes data used in property bindings (e.g., [href], [src]) and escapes data in interpolation ({{ value }}).
· Avoid Risky APIs: Minimize use of DomSanitizer.bypassSecurityTrust... and innerHTML bindings, as they bypass built-in protections.
· Trusted Types: Implement Trusted Types to enforce that only validated data can be passed to "sink" APIs like .innerHTML, preventing XSS at the browser level.
· AOT Compilation: Always use the Ahead-of-Time (AOT) compiler in production to prevent injection into template syntax.
2) Authentication & Authorization
· Route Guards: Use canActivate and canMatch guards to control UI access.
· Note: Guards are easily bypassed by savvy users; server-side validation must remain your primary security layer.
· Token Storage: Avoid storing sensitive JWTs or API keys in localStorage or sessionStorage, which are accessible via scripts. Use HttpOnly cookies for better protection against token theft.
· HttpInterceptors: Use HttpInterceptors to automatically attach security tokens (e.g., Bearer tokens) to outgoing requests rather than manual injection.
3) Network & Infrastructure Security
· Content Security Policy (CSP): Configure a strict CSP header on your server to limit which scripts and resources can be loaded, acting as a final line of defense against injection.
· XSRF Protection: Angular's HttpClient supports built-in Cross-Site Request Forgery (CSRF) protection. Ensure your backend provides a XSRF-TOKEN cookie that Angular can read and return in a header.
· API Key Safety: Never hardcode API keys in environment.ts as they are bundled into the client-side code. Use a backend proxy or a secrets manager for sensitive credentials.
4) Code & Dependency Management
· •Zoneless Safety: With Angular 21's move toward Zoneless change detection as the default, ensure third-party libraries used for security (like certain auth wrappers) are compatible and do not rely on Zone.js "monkey-patching" for state updates.
· Regular Audits: Use tools like npm audit or Snyk regularly to identify and patch vulnerabilities in your node_modules.
